RFC 2350 BMKG-CSIRT

1. Information Regarding Documents
This document contains a description of BMKG-CSIRT based on RFC 2350, namely basic
information about BMKG-CSIRT, an explanation of its responsibilities, services provided, and
how to contact BMKG-CSIRT.

1.1. Last Update Date

The document is version 1.6.1 of the document published on February 26, 2025.

1.2.Distribution List for Notification

None

1.3. Where this document can be found

This document is available at: https:/csirt.bmkg.go.idffile (Indonesian Version)

1.4. Documents Authenticity

Both documents have been signed with the BMKG-CSIRT PGP Key. For more
details can be seen in Sub chapter 2.8.

1.5. Document Identification
Documents have attributes, namely:
Title : RFC 2350 BMKG-CSIRT;
Version :1.6.1;
Publication Date : February 26, 2025

Expiration : This document is valid until the latest document is published.

2. Data/ Contact Information
2.1. Team Name

Meteorology, Climatology and Geophysics Agency -Computer Security Incident
Response Team
Abbreviated: BMKG-CSIRT.

2.2. Address
Jalan Angkasa | No. 2 Kemayoran, Jakarta Pusat, DKI Jakarta 10610

2.3.Time Zone Jakarta
(GMT+07:00)


https://csirt.bmkg.go.id/file

2.4. Telephone Number

08888196196

2.5.Fax Number

(021) 4241169

2.6. Other Telecommunications
WhatsApp BMKG-CSIRT (CSIRT Service Catalog)
Telegram BMKG-CSIRT (CSIRT Service Catalog)

2.7. Email Address (E-mail)
csirt[atlbmkg.go.id
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2.9. Members
The person in charge of BMKG-CSIRT is the Deputy for Meteorological,
Climatological, and Geophysical Infrastructure. The Chairperson is the Director of
the Communication Network System, while the Secretary is the Coordinator of the
Information Security Division. The members consist of specialized functional

experts within the Directorate of the Communication Network System.

2.10. Other Information/Data

Information on operating hours refers to the BMKG Directorate of the Communication
Network System service catalog.

2.11. Notes on BMKG-CSIRT Contact
The recommended method to contacting BMKG-CSIRT is via e-mail at the address
csirt[atlbmkg.go.id or by telephone number 08888196196, on
Monday-Thursday, 07.00 - 21.00
WIB Friday, 07.00 - 21.00 WIB
Saturday, 09.00 - 16.00 WIB

3. Regarding Gov-CSIRT
3.1. Vision

The vision of BMKG-CSIRT is to increase experience in improving cybersecurity

in line with the vision and mission of BMKG.
3.2. Mission
The mission of BMKG-CSIRT, namely:
a. provide technology services aimed at establishing resilience and cyber reliability
that support the objectives of BMKG-CSIRT's business processes cyber

resilience and reliability that support the BMKG-CSIRT's business process

objectives


https://csirt.bmkg.go.id/storage/public-key/Publik-Key-BMKG-CSIRT.asc

b. to provide cyber education and awareness to employees and other parties with

the aim of increasing cyber resilience.
¢. minimizing the impact of cyber incidents

d. providing information on vulnerability findings, potential attacks and information
on threats or other cyber intelligence. threat or other cyber intelligence with
the aim of establishing a cyber resilience ecosystem. cyber resilience
ecosystem.

3.3. Constituents
BMKG-CSIRT constituents include:
a. Autonomous System Number
b. ICT service users at BMKG

3.4. Sponsorship and/or Affiliation
BMKG-CSIRT funding comes from the APBN (DIPA BMKG)

3.5. Authority
a. Implement cyber awareness programs with other CSIRTs

b.  supervise the operation of information systems in fulfillment of cyber resilience

and reliability that supports business process objectives.

4. Policy — Incident Types and Levels / of Support Policy
4.1. Types of incidents and levels of support
BMKG-CSIRT handles the following types of cyber incidents:

a. Web Defacement;

b. Malware;

c. DDOS;

d. Phishing.
The support provided by BMKG-CSIRT to constituents may vary depending on the
type and impact of the incident. (in accordance with the SLA in the service

catalog BMKG Directorate of the Communication Network System)



4.2.Cooperation, Interaction and Disclosure of Information / Data

BMKG-CSIRT cooperates and share information with CSIRT and other
organizations in the scope of cybersecurity. other organizations within the scope
of cybersecurity. All information received by BMKG-CSIRT will be kept
confidential. In the implementation of cooperation, it is mandatory to include a

Non-Disclosure Agreement form.

4.3. Communication and Authentication
For normal communication to BMKG-CSIRT, you can use the email address of
without data encryption (conventional email) and the sibatik.bmkg.go.id application.
However, for communications containing sensitive/restricted/confidential
information, you can use official email with public key encryption. through official

email with public key encryption using PGP.

5. Services
5.1. Main Services

The main services of BMKG-CSIRT are:

5.1.1. Provision of Cyber Security Warnings
This service is carried out in the form of warnings of cyber threats to owners /
operators of electronic systems and monitoring information related to ICT

services.

5.1.2.Cyber Incidents Handling
This service is provided in the form of coordination, analysis,
technical recommendations, and on-site assistance. on-site
assistance in the context of overcoming and recovering from cyber

incidents.

5.1.3. Electronic System Vulnerability Handling (Vulnerability Handling)
This service is provided in the form of coordination, analysis, and technical
recommendations in order to strengthen security (hardening). However, this
service is only applicable if the following conditions are met:

a. The reporter of the vulnerability is the owner of the electronic system.
If the reporter is not the owner of the system, then the vulnerability report
cannot be handled;

b. The vulnerability handling service in question may also be a follow-

up on vulnerability assessment activities.



5.2. Additional Services

Additional services from BMKG-CSIRT are:
5.2.1.Digital Artifacts Handling

This service is provided in the form of artifact handling in the context of recovery
of affected electronic systems or investigation support. affected electronic

systems or investigation support.

5.2.2.Notification of Observation Results Related to New Threats
This service is provided in the form of results from the BSSN honeynet early
detection system, BMKG CSIRT provides statistical information related to

this service.

5.2.3. Cyber Security Risk Analysis
This service is in the form of vulnerability documentation and information

security risk assessment in accordance with the ISO/IEC 27001 standard.

5.2.4.Consultation on Incident Response and Recovery Readiness
This service is provided by BMKG-CSIRT in the form of technical
recommendations based on the results of analysis related to incident mitigation

and recovery.

5.2.5. Building Awareness and Concern for Cyber Security BMKG-
CSIRT builds People, Process, Technology to support building awareness

of sustainable information security.
1. Organizing cybersecurity workshops forconstituents;
2. Organizing Cybersecurity Incident Drill Test activities to constituents;

3. Organizing security socialization to constituents

6. Incident Reporting

Cybersecurity incident reports can be sent to csirt[at]bmkg[dot]go[dot]id by attaching

at least:

a. Full Name, NIP, Position, cell phone number, official email

b. Evidence of the incident in the form of photos or screenshots or log files found

7. Disclaimer

None.



